Electric Transportation Interfaces
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Diagram of Electric Transportation Interfaces

1.1 ET Interface #1: Between SCADA/DMS and ISO/RTO

Brief Description: Since
 the ISO/RTO is responsible for coordinating generation and the grid to ensure a reliable power system, the SCADA/DMS must provide power system information to the ISO/RTO responsible for its region. This data may be sent from the SCADA/DMS system or may be retrieved directly from major substations. In return, the ISO/RTO can issue requests, commands, or potentially pricing signals to the SCADA/DMS in order to elicit some actions such as demand response, load management, or other ancillary service.

These interactions may be one-way deliberately to minimize security vulnerabilities of cross-organizational data exchanges. For instance, the ISO/RTO may collect data using their own RTUs in the substation, and may just issue emails or other notifications to computers not directly connected to the SCADA/DMS.

	Item
	Description

	Diagram Identifier
	ET1

	Actor #1
	ISO/RTO

	Actor #2
	SCADA/DMS

	Description of network and/or media
	· Two-way WAN with firewalls, or 

· One-way WAN for access of critical data from SCADA to ISO/RTO, and/or

· One-way WAN for information from ISO/RTO to SCADA

	Information exchanged
	Power system data from the SCADA

Operational information, commands, requests from the ISO/RTO

	Confidentiality, integrity and available cyber security requirements
	Integrity of data, availability within the performance constraints, confidentiality, authentication of information exchanges, non-repudiation of commands or requests

	Vulnerability classes

	Vulnerabilities related to systems in different organizations exchanging data over a broadband wide area network. The one-way architectures minimize the vulnerabilities. Additional vulnerabilities if the public Internet is used.

	Threats
	Inadvertent: compromises of information due to mistakes, inadequate system design

Deliberate: Industrial espionage Actual information being exchanged is not particularly attractive to deliberate attackers due to minimal effects of attack. Use of the WAN to access the SCADA or ISO/RTO systems is highly attractive.

	Impact
	Incorrect distribution data leads to power system inefficiencies, higher generation costs, and potential distribution-level outages. Lost or incorrect commands or requests could also lead to these same types of impacts.

	Constraints and/or issues
	Different organizations can have different security policies, different enforcement level, and different security technologies, thus possibly leading to lack of interoperability, security gaps, and decreased availability.

These interactions may be one-way deliberately to minimize security vulnerabilities of cross-organizational data exchanges. For instance, the ISO/RTO may collect data using their own RTUs in the substation, and may just issue emails or other notifications to computers not directly connected to the SCADA/DMS.

Real-time data is being exchanged, with time latency requirements of 1 to a few seconds.

No major constraints on types of security measures such as encryption, key management, etc.

	Additional comments
	


1.2 ET Interface #2: Between Energy Market Clearinghouse and SCADA/DMS or Aggregator/Energy Services Company

Brief Description: This is the interface by which market information is received at the SCADA/DMS or the Aggregator/Energy Services Company, bids are sent by them, and the bid results received.

	Item
	Description

	Diagram Identifier
	ET2

	Actor #1
	Energy Market Clearinghouse

	Actor #2
	SCADA/DMS or Aggregator/Energy Services Company

	Description of network and/or media
	· 

	Information exchanged
	Market requirements one way, market results (e.g., winning bids and market status/prices) the other way.

	Confidentiality, integrity and available cyber security requirements
	Integrity of data, availability within the performance constraints, confidentiality, authentication of information exchanges, non-repudiation of commands or requests or accepted market deals

	Vulnerability classes

	

	Threats
	

	Impact
	

	Constraints and/or issues
	FERC 889

	Additional comments
	It is unclear what function the Energy Market Clearinghouse performs.  It is described differently in two locations in the notes.  It is either the market administration function commonly included within the ISO/RTO organization (as distinct from their operations function) or it is an entity that handles billing and payment functions when a PEV connects to a charging station not handled by its home utility back office.  In the diagram it appears to relate more closely to the ISO/RTO market administration function (and is defined as such in the Roadmap document, and the other function is  subsumed into the utility back office in the Roadmap document.

The interface between the (local) utility back office and the overall billing and payment clearinghouse may be missing, as well as the overall billing and payment clearinghouse on the diagram.


1.3 ET Interface #3: Between SCADA/DMS and Customer Gateway/ESI

Brief Description: This is the interface through which the SCADA/DMS exchanges data with the PEV.  The Customer Gateway/ESI is one of a number of passthrough interfaces on that path.  At the beginning of a sequence of exchanges, some setup information must be exchanged to include:

· Identity and related authentication of the vehicle, individual (e.g., driver), and vehicle location.

· Enrollment information, such as identification of long-term account or plan for the vehicle and/or the individual, or temporary setup of an account/plan for the duration of the sequence (e.g., roaming).  Some of this information must be shared between the SCADA/DMS and the Metering/billing/utility back office, and the exchange of this information with the PEV could be performed through either interface.  This information could include that necessary for negotiation of a temporary arrangement and sending of a credit card number for billing purposes.  Note that a null plan is still a plan.

· Capability information, such as the scope of commands, requests, and other information the vehicle can interchange with the SCADA/DMS.  This information will necessarily be linked to both the account or plan, either long-term or temporarily set up, and the capabilities of the vehicle and/or its intermediaries and other customer site devices.

After completion of the setup, the information exchanged will mainly consist of requests and commands to the PEV and results from the PEV.   Information from PEV could include state of charge, charging rate, charging constraints, metering either to pass through to metering/billing or as operational information.  Information to PEV could include requests for information from PEV, passthrough of prices from clearinghouse or commands to change charging rate or feed power to grid.

	Item
	Description

	Diagram Identifier
	ET3

	Actor #1
	SCADA/DMS 

	Actor #2
	Customer Gateway/ESI

	Description of network and/or media
	· 

	Information exchanged
	Operational data between SCADA/DMS and Customer Gateway/ESI, who acts as interface for Customer.  Would generally include requests and commands to PEV's.

	Confidentiality, integrity and available cyber security requirements
	Integrity of data, availability within the performance constraints, confidentiality, authentication of information exchanges, non-repudiation of commands or requests

	Vulnerability classes

	

	Threats
	

	Impact
	

	Constraints and/or issues
	

	Additional comments
	PEV related transaction data are likely to have the same privacy/confidentiality requirements as red-light-camera/speed-camera photographs and concepts for GPS-based highway mileage taxation.


1.4 ET Interface #4: Between Metering/billing/utility back office and Customer Gateway/ESI

Brief Description: This is the interface through which the Metering/Billing/Utility Back office exchanges data with the PEV and its associated metering and billing-related devices.  The Customer Gateway/ESI is one of a number of passthrough interfaces on that path.  At the beginning of a sequence of exchanges, some setup information must be exchanged either directly or via the SCADA/DMS to include:

· Identity and related authentication of the vehicle, individual (e.g., driver), and vehicle location.

· Enrollment information, such as identification of long-term account or plan for the vehicle and/or the individual, or temporary setup of an account/plan for the duration of the sequence (e.g., roaming).  Some of this information must be shared between the SCADA/DMS and the Metering/billing/utility back office, and the exchange of this information with the PEV could be performed through either interface.  This information could include that necessary for negotiation of a temporary arrangement and sending of a credit card number for billing purposes.

· Capability information, such as the scope of commands, requests, and other information the vehicle can interchange with the SCADA/DMS.  This information will necessarily be linked to both the account or plan, either long-term or temporarily set up, and the capabilities of the vehicle and/or its intermediaries and other customer site devices.

After completion of the setup, the information exchanged will mainly consist of metering and billing information.

	Item
	Description

	Diagram Identifier
	ET4

	Actor #1
	Metering/Billing/Utility Back office

	Actor #2
	Customer Gateway/ESI

	Description of network and/or media
	· 

	Information exchanged
	Metering and billing information requests to and responses from customer site meters and submeters via Customer Gateway/ESI 

	Confidentiality, integrity and available cyber security requirements
	Integrity of data, availability within the performance constraints, confidentiality, authentication of information exchanges, non-repudiation of commands or requests

	Vulnerability classes

	

	Threats
	

	Impact
	

	Constraints and/or issues
	

	Additional comments
	PEV related transaction data are likely to have the same privacy/confidentiality requirements as red-light-camera/speed-camera photographs and concepts for GPS-based highway mileage taxation.


1.5 ET Interface #5: Between Customer Gateway/ESI and Customer EMS

Brief Description: The Customer Gateway/ESI and Customer EMS are passthrough entities on the path between the various external actors (SCADA/EMS, Metering/billing/utility back office, Aggregator/Energy Services Company) and the PEV.  These entities may be passthrough only or they may perform some functions, such as identification and authentication, that would otherwise need to be performed at the EVSE/PEV.  Some of this distinction breaks down the metering and non-metering functions and the automated and human interactive functions.

	Item
	Description

	Diagram Identifier
	ET5

	Actor #1
	Customer Gateway/ESI

	Actor #2
	Customer EMS

	Description of network and/or media
	· 

	Information exchanged
	Two way passthrough of data between actors external to the customer and the Customer EMS or metering and PEV connected to the Customer EMS.  The Customer EMS is likely to also be a passthrough in some cases.

	Confidentiality, integrity and available cyber security requirements
	Integrity of data, availability within the performance constraints, confidentiality, authentication of information exchanges, non-repudiation of commands or requests

	Vulnerability classes

	

	Threats
	

	Impact
	

	Constraints and/or issues
	

	Additional comments
	This interface is not between the communicating endpoints but is intermediate in the communications path.  Must support security requirements between the  communications endpoints.


1.6 ET Interface #6: Between Aggregator/Energy Services Company and ISO/RTO

Brief Description: The Aggregator/Energy Services Company serves as an interface for multiple customers and performs a variety of functions.  To the extent some of those functions would otherwise be performed by the SCADA/DMS, this is the equivalent interface.  Also, the Aggregator/Energy Services Company could be aggregating generation or storage providers in addition to PEVs and could be bundling a variety of generation and load-related services into a package within the jurisdiction of the ISO/RTO.  This is the operational interface for all information exchange relevant to such activities.

	Item
	Description

	Diagram Identifier
	ET6

	Actor #1
	ISO/RTO

	Actor #2
	Aggregator/Energy Services Company

	Description of network and/or media
	· 

	Information exchanged
	Operational data between ISO/RTO and Aggregator/Energy Services Company, who acts as interface for multiple customers.  Would generally include requests and commands to PEV's.

	Confidentiality, integrity and available cyber security requirements
	Integrity of data, availability within the performance constraints, confidentiality, authentication of information exchanges, non-repudiation of commands or requests

	Vulnerability classes

	

	Threats
	

	Impact
	

	Constraints and/or issues
	

	Additional comments
	


1.7 ET Interface #7: Between Customer EMS and EVSE/PEV

Brief Description: The Customer Gateway/ESI and Customer EMS are passthrough entities on the path between the various external actors (SCADA/EMS, Metering/billing/utility back office, Aggregator/Energy Services Company) and the PEV.  These entities may be passthrough only or they may perform some functions, such as identification and authentication, that would otherwise need to be performed at the EVSE/PEV.  Some of this distinction breaks down the metering and non-metering functions and the automated and human interactive functions.

	Item
	Description

	Diagram Identifier
	ET7

	Actor #1
	Customer EMS

	Actor #2
	EVSE/PEV

	Description of network and/or media
	· 

	Information exchanged
	Passthrough of information from external actors via Customer Gateway/ESI and Customer EMS to EVSE/PEV

	Confidentiality, integrity and available cyber security requirements
	Integrity of data, availability within the performance constraints, confidentiality, authentication of information exchanges, non-repudiation of commands or requests

	Vulnerability classes

	

	Threats
	

	Impact
	

	Constraints and/or issues
	

	Additional comments
	


1.8 ET Interface #8: Between Aggregator/Energy Services Company and Gateway/ESI

Brief Description: The Aggregator/Energy Services Company serves as an interface for multiple customers and performs a variety of functions.  The Customer Gateway/ESI and Customer EMS are passthrough entities on the path between the various external actors (SCADA/EMS, Metering/billing/utility back office, Aggregator/Energy Services Company) and the PEV.  These entities may be passthrough only or they may perform some functions, such as identification and authentication, that would otherwise need to be performed at the EVSE/PEV.  Some of this distinction breaks down the metering and non-metering functions and the automated and human interactive functions.

	Item
	Description

	Diagram Identifier
	ET8

	Actor #1
	Aggregator/Energy Services Company

	Actor #2
	Gateway/ESI

	Description of network and/or media
	· 

	Information exchanged
	Passthrough of disaggregated/allocated information between other actors (ISO/RTO, SCADA/DMS, Energy Market Clearinghouse, or Metering/Billing/Utility back office) and the PEV.

	Confidentiality, integrity and available cyber security requirements
	Integrity of data, availability within the performance constraints, confidentiality, authentication of information exchanges, non-repudiation of commands or requests

	Vulnerability classes

	

	Threats
	

	Impact
	

	Constraints and/or issues
	

	Additional comments
	


1.9 ET Interface #9: Between Customer EMS and Submeter/EUMD

Brief Description: The Customer Gateway/ESI and Customer EMS are passthrough entities on the path between the various external actors (SCADA/EMS, Metering/billing/utility back office, Aggregator/Energy Services Company) and the PEV.  These entities may be passthrough only or they may perform some functions, such as identification and authentication, that would otherwise need to be performed at the EVSE/PEV.  Some of this distinction breaks down the metering and non-metering functions and the automated and human interactive functions.

The Submeter/EUMD is a device that meters two way flow of energy between the PEV and the grid.  If the PEV is the only load, the Submeter/EUMD might not be distinct from the meter..  Otherwise, either the data is forwarded for inclusion in the metering data or forwarded via the Customer EMS.  This particular interface is the one by which the data is forwarded via the customer EMS.

	Item
	Description

	Diagram Identifier
	ET9

	Actor #1
	Customer EMS

	Actor #2
	Submeter/EUMD

	Description of network and/or media
	· 

	Information exchanged
	

	Confidentiality, integrity and available cyber security requirements
	Integrity of data, availability within the performance constraints, confidentiality, authentication of information exchanges, non-repudiation of commands or requests

	Vulnerability classes

	

	Threats
	

	Impact
	

	Constraints and/or issues
	

	Additional comments
	


1.10 ET Interface #10: Between Submeter/EUMD and EVSE/PEV

Brief Description: The Submeter/EUMD is a device that meters two way flow of energy between the PEV and the grid.  If the PEV is the only load, the Submeter/EUMD might not be distinct from the meter.   This is the interface between the PEV and the Submeter/EUMD.  The information over the interface is likely the status of the PEV relative to the metering function, if any is needed by the Submeter/EUMD.  Such information could include the status of SCADA/DMS commands being executed by the PEV (if not transferred from the Customer EMS).  The information is subject to allocation of functions among the Submeter/EUMD,  EVSE/PEV, Customer EMS, Gateway/ESI, and other actors within the customer premises, 

	Item
	Description

	Diagram Identifier
	ET10

	Actor #1
	Submeter/EUMD

	Actor #2
	EVSE/PEV

	Description of network and/or media
	· 

	Information exchanged
	

	Confidentiality, integrity and available cyber security requirements
	Integrity of data, availability within the performance constraints, confidentiality, authentication of information exchanges, non-repudiation of commands or requests

	Vulnerability classes

	

	Threats
	

	Impact
	

	Constraints and/or issues
	

	Additional comments
	


1.11 ET Interface #11: Between Energy Market Clearinghouse and Aggregator/Energy Services Company

Brief Description: This duplicates Interface 2.

	Item
	Description

	Diagram Identifier
	ET11

	Actor #1
	Energy Market Clearinghouse

	Actor #2
	Aggregator/Energy Services Company

	Description of network and/or media
	· 

	Information exchanged
	

	Confidentiality, integrity and available cyber security requirements
	Integrity of data, availability within the performance constraints, confidentiality, authentication of information exchanges, non-repudiation of commands or requests

	Vulnerability classes

	

	Threats
	

	Impact
	

	Constraints and/or issues
	

	Additional comments
	Appears to be duplicate interface


1.12 ET Interface #12: Between Metering/Billing/Utility Back Office and Aggregator/Energy Services Company

Brief Description: The Aggregator/Energy Services Company serves as an interface for multiple customers and performs a variety of functions.  The particular information transferred over this interface depends on the business relationships and allocation of functions among the Aggregator/Energy Services Company and the other actors external to the customer site (ISO/RTO, SCADA/EMS, Metering/billing/utility back office, and Energy Market Clearinghouse).  Information over this interface will generally involve metering and billing, but could also include the setup functions described under Interface 3.  The information could be aggregated or disaggregated, depending on allocation of functions.

	Item
	Description

	Diagram Identifier
	ET12

	Actor #1
	Metering/Billing/Utility Back Office

	Actor #2
	Aggregator/Energy Services Company

	Description of network and/or media
	· 

	Information exchanged
	

	Confidentiality, integrity and available cyber security requirements
	Integrity of data, availability within the performance constraints, confidentiality, authentication of information exchanges, non-repudiation of commands or requests

	Vulnerability classes

	

	Threats
	

	Impact
	

	Constraints and/or issues
	

	Additional comments
	


1.13 ET Interface #13: Between SCADA/DMS and Utility Apps

Brief Description:  This is the interface between the SCADA/DMS and applications used by the SCADA/DMS.

	Item
	Description

	Diagram Identifier
	ET13

	Actor #1
	SCADA/DMS

	Actor #2
	Utility Apps

	Description of network and/or media
	· 

	Information exchanged
	Data to Utility Apps, results to SCADA/DMS

	Confidentiality, integrity and available cyber security requirements
	Integrity of data, availability within the performance constraints, confidentiality, authentication of information exchanges, non-repudiation of commands or requests

	Vulnerability classes

	

	Threats
	

	Impact
	

	Constraints and/or issues
	

	Additional comments
	This interface may be internal to the SCADA/DMS, depending on how the Utility Apps are implemented


1.14 ET Interface #14: Between SCADA/DMS and Aggregator/Energy Services Company

Brief Description: The Aggregator/Energy Services Company serves as an interface for multiple customers and performs a variety of functions.  The particular information transferred over this interface depends on the business relationships and allocation of functions among the Aggregator/Energy Services Company and the other actors external to the customer site (ISO/RTO, SCADA/EMS, Metering/billing/utility back office, and Energy Market Clearinghouse).  In general, data from the SCADA/DMS will be aggregated commands and data to the SCADA/DMS will be aggregated results.

	Item
	Description

	Diagram Identifier
	ET14

	Actor #1
	SCADA/DMS

	Actor #2
	Aggregator/Energy Services Company

	Description of network and/or media
	· 

	Information exchanged
	Operational data between SCADA/DMS and Aggregator, who acts as agent for multiple customers.  Could include requests and commands to PEV's, metering and billing data, or other.

	Confidentiality, integrity and available cyber security requirements
	Integrity of data, availability within the performance constraints, confidentiality, authentication of information exchanges, non-repudiation of commands or requests

	Vulnerability classes

	

	Threats
	

	Impact
	

	Constraints and/or issues
	

	Additional comments
	


1.15 ET Interface #15: Between Meter and either Customer Gateway/ESI or Submeter/EUMD

Brief Description: These interfaces provide the flow of metering requests and metering data.  The Submeter/EUMD is a device that meters two way flow of energy between the PEV and the grid.  If the PEV is the only load, the Submeter/EUMD might not be distinct from the meter.  Otherwise, either the data is forwarded for inclusion in the metering data or forwarded via the Customer EMS.  This particular interface is the one by which the data is forwarded via the meter and the Gateway/ESI. 

	Item
	Description

	Diagram Identifier
	ET15

	Actor #1
	Meter

	Actor #2
	Customer Gateway/ESI or Submeter/EUMD

	Description of network and/or media
	· 

	Information exchanged
	

	Confidentiality, integrity and available cyber security requirements
	Integrity of data, availability within the performance constraints, confidentiality, authentication of information exchanges, non-repudiation of commands or requests

	Vulnerability classes

	

	Threats
	

	Impact
	

	Constraints and/or issues
	

	Additional comments
	


1.16 ET Interface #16: Between Federal agency and or SCADA/DMS or Aggregator/Energy Services Company

Brief Description: This is an interface of unclear purpose with an indeterminate Federal agency (or possibly a state or local agency).  Given that individual customer transaction data is likely to have privacy protection similar to banking transactions and is likely to require a court order to make it available to law enforcement, this is most likely a tariff filing interface in which operational systems do not participate.

	Item
	Description

	Diagram Identifier
	ET16

	Actor #1
	Federal agency

	Actor #2
	ISO/RTO or SCADA/DMS or Aggregator/Energy Services Company

	Description of network and/or media
	· 

	Information exchanged
	Defined in the Roadmap document as a Federal Agency that requires information on interactions involving electric transportation.  It is unclear what agency that might be and under what legal authority they might be acting.

Could be intended to cover the use case in Section 4.6.2.2 of the Roadmap document.  This involves the exchanges necessary to file a tariff and apply for and receive approval.  The exchange is part of a legal proceeding and is just as likely to come from a law firm engaged by the market participant as from the market participant itself.  The SCADA/DMS is unlikely to be involved in the exchange.

	Confidentiality, integrity and available cyber security requirements
	Integrity of data, availability within the performance constraints, confidentiality, authentication of information exchanges, non-repudiation of commands or requests

	Vulnerability classes

	

	Threats
	

	Impact
	

	Constraints and/or issues
	

	Additional comments
	“Federal Agency” is more likely “Federal Agency or State PUC”


1.17 ET Interface #17: Between Customer Gateway/ESI and Third party

Brief Description: This is an interface of unknown purpose with a third party who is authorized to interface to the Customer Gateway/ESI.  The information exchanged depends on the purpose of the interface.

	Item
	Description

	Diagram Identifier
	ET17

	Actor #1
	Customer Gateway/ESI

	Actor #2
	Third party

	Description of network and/or media
	· 

	Information exchanged
	Unknown.

	Confidentiality, integrity and available cyber security requirements
	Integrity of data, availability within the performance constraints, confidentiality, authentication of information exchanges, non-repudiation of commands or requests

	Vulnerability classes

	

	Threats
	

	Impact
	

	Constraints and/or issues
	

	Additional comments
	It is unclear who the third party might be and what function they might be performing.
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