Draft Guidance for OCSP Responders in the U.S. Federal PKI

OCSP responders that are established to provide certificate status in conformance with FIPS 201 are only required to be able to process certificate requests that satisfy the following conditions:

1. version number of the request is v1.

2. requestList consists of a single Request.

3. The hashAlgorithm specified in CertID is SHA-1.

4. No critical extensions are included in requestExtensions or singleRequestExtensions.

OCSP requests may be signed and may include the requestorName name field, however, OCSP responders may ignore these fields.  OCSP responders must not require that requests be signed and must not limit the set of relying parties to which certificate status information is provided
.

OCSP responses must satisfy the following conditions:

1. responseStatus must not be sigRequired or unauthorized, with the exception that OCSP responders that return pre-signed responses may return a response with a responseStatus of unauthorized in response to a request that contains a certificate whose status is unknown.

2. For a non-error response, responseType must be id-pkix-ocsp-basic.

3. Within the tbsResponseData of BasicOCSPResponse:

a) version number must be v1.

b) responseExtensions and singleExtensions must not include any critical extensions.

4. In a non-error response, the nextUpdate field must be present.

5. If the public key needed to verify the signature on the OCSP response is not the same as the public key identified in the issuerKeyHash field of the request then the CA that issued the certificate specified in the request must issue a certificate with a subject public key that may be used to verify the signature on the OCSP response:

· The public key needed to verify the signature on this certificate must be the public key identified in the issuerKeyHash field of the request.

· This certificate must be included in the certs field of the response.

· This certificate must be issued in conformance with worksheet 7 (Certificate Profile for Computing and Communications Devices) of the X.509 Certificate and Certificate Revocation List (CRL) Extensions Profile for the Shared Service Providers (SSP) Program, with the following exceptions:

· The certificate may include the id-ocsp-nocheck extension rather than including the cRLDistributionPoints extension, however, either the id-ocsp-nocheck or cRLDistributionPoints extension must be included.

· The authorityInfoAccess extension is optional (since the client presumably already has all other certificates needed to construct a certification path for this certificate).

· The extended key usage extension must present and must include the id-kp-OCSPSigning OID.

· The certificatePolicies extension is optional.  If included it is not required to assert the id-fpki-common-devices policy OID.

In most cases, OCSP responders do not operate on the same equipment as the corresponding CAs, but rather generate responses based on revocation information (e.g., CRLs) that is transmitted from the CA to the OCSP responder.  In these cases, it is strongly advised that the OCSP responder use a different key pair to sign OCSP responses than the key pair used by the CA.  This profile also advises against allowing clients to send OCSP requests directly to the CA.

A system could be developed in which a CA used its private key to generate pre-signed OCSP responses, which it pushed out to OCSP responders that responded to client's requests by providing the appropriate pre-signed OCSP response.  In such a system, it would be considered acceptable for the same key pair to be used to sign both certificates and OCSP responses.

�	OCSP responders are permitted to provide different levels to service to different requesters.  For example, the responder may be configured to provide cached responses to anonymous requesters while providing fresh responses to requesters that are customers.





